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Definition

Small perturbations almost imperceptible by humans but lead to
incorrect classifications

Want network to be more robust against adversarial examples

Propose a binary detection network that detects adversarial examples
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Past Solutions

Augmenting the training input (Goodfellow et al., 2015)

Append a stability term to the objective function (Zheng et al. 2016)

Distilling a hardened network from the original classifier network
(Papernot et al., 2016b)

Jan Hendrik Metzen, Tim Genewein, Volker Fischer, Bastian BischoffOn Detecting Adversarial Perturbations ICLR 2017 5 / 33



Why Exist Theories

High non-linearity of deep networks cause the existence of pockets of
low-probability adversarial examples (Szegedy et al. 2014)

Linear explanation: for some input x and adversarial noise η, the
adversarial example xadv = x + η multiplied by the weight vector w
makes wT xadv = wT x + xTη. Many small changes in η causes
neuron changes. (Goodfellow et al., 2015)

Class boundary lies close to a data manifold. (Tanay & Griffin 2016)
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Math

x input

ytrue(x) one-hot encoding of true class of image x

Jcls(x , y(x)) the cost function of the classifier
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Fast Method

xadv = x + εsgn(∇xJcls(x , ytrue(x)))

Applied perturbation is in the direction of the in image space which
yields the highest increase of the linearized cost function under
l∞-norm

One step in the direction of the gradient’s sign with step ε

Goodfellow et al. (2015)
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Fast Method
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Basic Iterative Method l∞

l∞-norm

xadv0 = x , xadvn+1 = Clipx ,ε{xadvn + αsgn(∇xJcls(xadvn , ytrue(x)))

ClipX ,ε{X ′}(x , y , z)
= min{255,X (x , y , z) + ε,max{0,X (x , y , z)− ε,X ′(x , y , z)}}
X source image, x , y coordinates, z channel

Step size α=1, iterations = 10

Kurakin et al. (2016)
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Basic Iterative Method l2

Move toward the gradient but inside the ε neighborhood

if the l2 distance exceeds ε, project back on the ε ball

xadv0 = x , xadvn+1 = Projectx ,ε{xadvn + α
∇xJcls(xadvn , ytrue(x))

||∇xJcls(xadvn , ytrue(x))||2
}
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Basic Iterative Method
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DeepFool

Iteratively step to cross class boundary.

minr ||r ||2 s.t. ytrue(x + r) 6= ytrue(x)

Used l2 and l∞ norms

Moosavi-Dezfooli et al. (2016b)
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Basic Iterative Method
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Subnetwork

Subnetwork at some intermediate layer assigns probability if input is
adversarial.

Train by first training classification network, make adversarial
examples, freeze classification network weights, then training
subnetwork

Adversarial data get 1, good get 0
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Structure
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Dynamic Adversary

Fool both the classifier and the detector.

For σ ∈ [0, 1]
xadv0 = x ;
xadvn+1 = Clipx ,ε{xadvn + α[(1− σ)sgn(∇xJcls(xadvn , ytrue(x))) +
σsgn(Jdet(x

adv
n , 1))]}

Trade off between costs
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Dynamic Adversary Training

Compute adversarial on the fly with changing σ

Adversary modify each data point with probability 0.5

Train detector to resist for various values of σ
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CIFAR10

Use 32-layer Residual Network

CIFAR10 data
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Static Adversaries
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Static Adversaries
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Dynamic Adversaries
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10-Class ImageNet
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Summary

Pretty high rate of identifying adversarial input

Image-based perturbations are sufficiently regular to be detectable

Dynamic detector much harder to fool

Reduce the area adversarial to both the classifier and detector
Area might become more irregular and harder to find with gradient
descent

Further work: Use the gradient as a source of regularization
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