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Introduction

Binary Code → Decompiled assembly code

Code Similarity → Comparing two functions semantically

Why cross-platform → Plethora of platforms these days - differences
in compilation

Different operating systems
Different compilers
Different optimization techniques

Why Binary? → Source code is seldom available, hence the tendency
towards binary analysis
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Related Work
Graph Matching

Pairwise Graph Matching [1] [2]

Convert functions into control flow graphs (CFG)
Match two graphs using graph matching algorithms
Problems? Ineffective and computationally very expensive

Figure: Control Flow Graph
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Related Work
Graph Embeddings

Graph Embeddings - (Genius) [3]
Convert each function into a CFG
Train graph neural networks.
Problems? How to get labeled data for similar codes?

Figure: Control Flow Graph
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Gemini
Graph Neural Networks for Binary Code Similarity

Figure: Training Gemini - Siamese Graph Neural Network Architecture
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Gemini
Graph Neural Networks for Binary Code Similarity

Figure: Gemini Testing - Siamese Graph Neural Network Architecture
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Gemini
Structure2vec GNN Model

Figure: Gemini uses Structure2vec [3] as the GNN model
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Gemini
Node Attributes
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Gemini
Node Attributes
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Gemini
Node Attributes

Function → basic blocks (node)

Node features are extracted from basic blocks
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Evaluation and Results
Dataset Creation

Complete source code of OpenSSL

Compiled with three architectures
x86
MIPS
ARM

129,365 control flow graphs

Figure: CFGs in data set
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Evaluation and Results
Comparison Methods

Bipartite Graph Matching (BGM)

Genius - Embeddings based on GNNs [3]

Labels are created based on graph matching - not good!

Gemini (Uses Structure2Vec [3] as the GNN model)
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Evaluation and Results
Pretraining and Retraining

Does our labeling methodology work for all tasks? NO!

Vulnerability detection - we want the semantics to match

Plagiarism detection - we want to syntax to match too

Solution?

Pretrain on larger data set

Retrain on a smaller fine grained data set
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Results
ROC Curves
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Results
Ablation Analysis
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Results
Embeddings Visualization
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Results
Retraining

Pretrain on a large data set

Retrain on a vulnerable code dataset

Test on a held-out set of vulnerable codes

50 or 100 most similar functions based on code similarity

Results → 80% precision as compared with 35% from Genius.
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Takeaways

Graph based approaches for program analysis often work well

Pretraining before retraining is a nice way around data scarcity

Again, huge implications for vulnerability analysis
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